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Statement of intent

Knightsfield school understands that using online services is an impartant aspect of raising educational standards,
promoding pupil achievement, and enhancing feaching and leaming. The use of online services is embedded
throughout the school; therefore, there are a number of controls in place to ensure the safely of pupils and staff,

The breadth of issues classified within online safety is considerable, but they can be categorised into four areas of risk:

# Content: Being exposed o illegal, inappropriate or harmful malerial, e.g. pornography, fake news, self-harm
and suicide, and discriminatory or exiramist views,

» Contact Being subjected to harmful onling interaction with olher users, e.q. peer pressure, commercial
advertising, and adults posing as children or young adults with the intention to groom or axploit children,

« Conduct; Personal onling behaviour that increases the likelihood of, or causes, harm, e.9. sending and receiving
explicit messages, and cyberbullying.

« Commerce: Risks such as online gambling, inappropriate advertising, phishing andior financial scams.

The measures implemented to protect pupils and staff revolve around these areas of risk. Our school has created this
policy with the alm of ensuring appropriate and safe use of the internet and other digital technology devices by all
pupils and staff.

Legal Framework

This policy Is based on the Department for Education’s {DfEs) statutory safeguarding guidance, Keeping Children Safe
in Education, and its advice for schools on:

¥ Teaching onling safety in schools

* Pravenling and tackling bullying and cyber-bullving: advice for headteachers and school staff
» Relationships and sex education (RSE} and health education - GOV UK

» Searching, screening and confiscation

It alzo refers to the DIE's guidance on prolecting children from radicalisation,

It reflects existing legislation, including but not lmited to the Education Act 1996 (as amended), the Education and
Inspections Act 2006 and the Equality Act 2010, In addition, it reflects the Education Act 2011, which has given
teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleling inappropriate images or
files on pupils’ electronic devices where they believe there is a 'good reason’ to do so.

This policy complies with our funding agreement and articles of association.

Roles and responsibilities

The Trustes Board

The trustee board has overall responsibility for monitoring this policy and halding the headieacher fo account for its
implementation,

The trustee board will make sure all staff undergo cnline safety training as part of child protection and safeguarding
training, and ensure staff understand their expectations, roles and responsibilities around filtering and monitzring.

The trustes board will also make sure all stalf recelve regular onling safety updates {via email, e-bulletins and staff
meetings), as required and at least annually, to ensure they are continually provided with the relevant skills and
knowiedge to effectively safeguard children,

The trustee board will co-ordinate regular meetings with appropriate staff fo discuss online safely and requirements for
fraining and monitor online safely logs as provided by the deputy DSL In charge of curriculum.

The trustes board will make sure that the school teaches pupils how to keep themsalves and others safe, including
onfine.



The trustee board will make sure that the school has appropriate filtering and monitoring systems in place on school
devices and school networks, and will regularly review their effectiveness. The board will review the DIEs fillering and
manitering standards, and discuss with SLT what needs to be done to support the school in meeting the standards,
which includa:

¥ ldentifying and assigning rodes and responsibiliies to manage filtering and monitoring systems
» Reviewing filtering and monitoring provisions at least annually
» Blocking harmful and inappropriate content without unreasonably impacting teaching and learning
* Having effective monitoring strategies in place that meet the school’s safeguarding needs
The trustes who oversees anline safety is Father Rob Marshall
All trustees will:
* Make sure they have read and understand this policy
» Agree and adhere fo the terms on acceptable use of the school's ICT systems and the internet (appendix 3)

» Make sure that online safety is a running and interrelated theme when devising and implementing the whole-
school approach to safeguarding and related policies andlor procedures

? Make sure thal, where necessary, teaching about safeguarding, including online safety, is adapied for
vulnerable children, victims of abuse and some pupils with special educational needs andfor disabifities
(SEMD). This is because of the importance of recognising that a 'one size fits all' approach may nof ba
appropriate for all children in all situations, and a mere personalised or contextualised approach may often be
mare suitable

The headteacher s responsible for:

»  Ensuring that online safety is a running and interrelated theme throughout the school's policies and procedures,
mcluding in thosa relafed to the curriculum, feacher training and safeguarding,

+ Supporting the DSL & Deputy DSL in charge of Online Safety in the curriculum by ensuring they have enough
time and resources to carry out their responsibilities in relation to online safety.

= Ensuring staff receive regular, up-to-date and appropriate online safety training and information as part of their
safeguarding fraining.

= Enswing onling safely praclices are audited and evaluated,

» Supporting staff to ensure that onling safety is embedded so0 that all pupils can develop an appropriate
understanding of online safety.

= [Chrganising engagement with parents to keep them up to date with current online safely issues and how the
school is keeping puplis safe.

The DSL is responsible for:

+ Taking the lead responsibility for online safety in the school (onling safety in curfculum delegated to Deputy
Head).

= Aching as the named point of contact within the school on all online safeguarding issues.

+ Liaksing with relevant members of staff on online safety matters, e.g. the SENCO

= Ensuring online safety is recognised as part of the school's safeguarding responsibilities and that a coordinated
approach is implemented.

= Ensunng appropriate refarrals are made fo external agancias, as required,
Working closely with the police during police investigations,

= Keeping up to date with current research, legislation and online trends,

« Establishing a procedure for reporting online safety incidents and inappropriate internet use by staff.

# Ensuring all members of the school community understand the reporting procedure.

¢ Maintaining records of reported online safely concerns as well as the actions taken in response to concems.

*  Working with the headteacher and trustee board to update this policy on an annual basis,

The Deputy DSL/Daputy headieacher is responsible for:

¢ Coordinating the school's participation in local and national online safety events, e.g. Safer Internet Day
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¢ Computing and online safety across the curriculum

#» Ensuring safeguarding is considered in the school's approach (o remote learning

+  Monitoring Classroom Cloud alerts

» Esfablishing a procedure for reporting online safety incidents and inappropriate internet use by pupis

= Monitoring online safety incidents to identify trands and any gaps in the school's provigion, and using this data
to update the school's procedures,

ICT {Con-Ed) technicians are responsible for:

=  Providing technical support in the development and implamentation of the school's online safely policies and
procedures,

= Implementing appropriate security measures as directed by the headteacher.

= Ensuring that the schoal's filtering and monitoring systems are updated as appropriate.

All staff members are responsible for:

s Taking responsibility for the securily of ICT systams and electronic data they use or have access o,
= Modelling good online behaviours,

= Maintaining a professional level of conduct in their personal use of technology.

# Having an awareness of online safety issues.

+ Knowing that the SLT Is responsible for the filtering and monitoring systems and processes, and being aware of
how o report any incidents of those systems to the SLT

+ Ensuring thay are familiar with, and understand, the indicators that pupils may be unsafe online.

+ Reporting concams in line with the school's reporting procedure,

# Ensuring any instance of cyber-bullying is reporied so it can be dealt with appropriately in line with the bahaviour
policy.

+« ‘Whaere redevanl to their role, ensuring online safety is embedded in their teaching and in the Behaviour
Curriculurn and PSHCE

Pupits are responsible for;

= Adhering to the Acceptable Use Agreement and other relevant policies.
+ Seeking halp from schoaol staff if they are concerned aboul something they or a peer have experienced online,
+ Reporiing online safely incidents and concerns in line with the procedures within this policy.

Farents are expecied to:

=  Naotify the headteacher of any concems of queries regarding this policy
= Ensure their child has read, understood and agreed to the terms on the acceptable use of the school's ICT
systems and internet agreement.

Parentsicarars can seek further guidance on keeping children safe online from the following organisations and
websiles:

> Whal are the issues? - UK Safer Internet Cenire
» Help and advice for parents/carers = Childnet

2 Parenis and carers resource sheet — Childned

4, Educating pupils about anline safiety
Pupils will be taught aboul onfina safely as part of the curriculum,

All schools have to teach:



> Relationships education and health education in primary schools

? Relationships and sex education and health education in secondary schools
Pupils in Key Stage (K5} 2 will be taught to:

* Use technology safely, respectfully and responsibly

» Recognise acceplable and unacceptable bahaviour

» Identify a range of ways to report concems about content and contact

» Ba discaming in evaluating digital content
By the end of primary school, pupils will know:

# That the internet can be a negative place where online abuse, trolling, bullying and harassment can lake place,
which can have a negative impact on mental health

# That people sometimes behave differently onling, including by pretending o be somecne they ane mot

* That the same principles apply to online relationships as to face-to-face relationships, including the importance
of respect for others, including when We ane anany mous

* The rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and how
to repart them

¥ How to critically consider their online friendships and sources of information including awarenass of the risks
associated with people thay have never met

# How information and data are shared and used onlineg

» How to be a discerning consumer of infarmatian anline including understanding that information, including that
from search engines, is ranked, selected and targeted

» What soris of boundaries are appropriate in friendships with peers and others (including in a digital context)

» How to respond safely and appropriately to adults they may encounter {in all contexts, including onling) whiom
they do not know

# The benefits of rationing time spent onling, the risks of excessive lime spent on electronic devices and the
impact of positive and negative content online on their own and others' mental and physical wellbaing

2 Why social media, computer games and online gaming have age restrictions and how 1o manage common
difficulties encountared online

2 How to consider the effect of their online actions on others and know how to recognise and display respectful
behaviour online and the importance of keeping personal information private

2 Where and how to report concerns and get support with issues onling
In K&3, pupils will be taught to:
» Understand a range of ways to use technology safely, respectfully, responsibly and securaly, including
protecting their online identity and privacy
> Recognise inappropriate content, contact and conduct, and know how to report concerns
Pupils in K54 will be taught;
> Euggﬂstand how changes in technology affect safety, including new ways to protect their cnline privacy and
|2
# How to report a range of concems
By the end of secondary school, pupils will krow:

» Their rights, responsibilities and opportunities online, including that the same expectations of behaviour apply in
all conlexts, including onling

» About online risks, including that any material someone provides to anather has the potential to be shared
online and the dificulty of removing potlentially compromising material placed onling

> Mot to provide material to others that they would not want shared further and not to share personal material that
is sent o them

» What to do and where fo get support to report material or manage isswes onling
# Tha impact of viewing harmiul confent




» That specifically sexually explicit material (e.g. pornography) presents a distorted picture of sexual behaviours,
can damage the way people see themselves in relation lo others, and negatively affect how they behave
towards sexual pariners

# That sharing and viewing indecent images of children {including those created by children) is a criminal offence
that carries severe penalties including jail

* How information and data is generated, collected, shared and used onling

» How to identify harmful behaviours online (including bullying, abuse or harassment) and how to report, or find
support, if they have been affected by those behaviours

» How people can actively communicate and recognise consent from others, including sexual conzent, and how
and when consent can be withdrawn (in all contexts, including online)

» The similarities and differences between the online worlkd and the physical world, incleding: the impact of
unhealthy or obsessive comparisen with others online (including through setting unrealistic expectations for
body image), how people may curate a specific image of their ife online, over-reliance on online relationships
including social media, the risks related to online gambling including the accumulation of debt, haw advertising
and information is targeted at them and how to be a disceming consumer of information onling

The safe use of social media and the internet will also be covered in other subjects where relevant.

Where necassary, leaching about safeguarding, including onling safely, will be adapted for vulnerable children, viclims

of abuse and some pupils with SEND.

5. Managing online safety

All staff at Knightsfield school will be aware that technology is a significant component in many safeguarding and
wellbeing issues affecting young people, particularly owing to the rise of social media and the increased prevalence of

chitdren using the internat.

The DSL has overall responsibility for the school's approach to onling safety, with the Deputy head being responsible
for the delivery of Online Safety in the curriculum, with support from deputies and the headteacher where appropriate,
and will ensure that there are strong processes in place to handle any concems aboul pupils” safety online, The DSL
should ligise with the police or children's social care services for support responding 1o harmful online sexual behaviour,

The importance of online safety is integrated acrass all school operations in the following ways:

Online safely discrele lessons

«  Termly online safety newsletters (provided by HerlsforLearning)
= Staff and trustees receive regular fraining (at least annually)
L]

Stafl recelve regular email updates regarding online safely information and any changes fo online safely

guidance of leglslkation
Oinline safety is integrated into leaming
v Assemblies may be conducied on the fopic of remaining safe online

Handling online safety concerns

«  Any disclosures made by pupils to staff members about online abuse, harassment or exploitation, whether they
are the victim or disclosing on behalf of another child, will be handled in line with the Child Protection and

Safeguarding Policy.

o Siaff will be aware that puplls may not feel ready or know how to tell someone about abuse they are
experiencing, due to feeling embarrassed, humiliated, or threatened. Staff will be aware and recognise the
importance of the presence and scale of online abuse or harassment, by considering that just because it is nod

being reported, does not mean it is not happening.

¢« Staff will be aware that harmful online sexual behaviour can progress on a continuum, and appropriate and early
intervention can prevent abusive behaviour in the fulure, Staff will also acknowledge thal pupils displaying this

type of behaviour are often victims of abuse themselves and should be suitably supported,

# The victim of online harmful sexual behaviour may ask for no one to be fold about the abuse, The DEL will
consider whether sharing details of the abuse would put the victim in a more harmful pesition, or whether it is
necessary in order to protect them from further harm. Uiimately the DSL will balance the victim's wishes against
their duty to protect the victim and other young people. The DSL and other appropriate staff members will meet
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B.

with the victim's parents to discuss the safeguarding measures that are being put in place to support their child
and how the report will progress.

Confidentiality will not be promised, and information may be still shared lawfully, for example, if the DSL decides
that there is a legal basis under UK GDPR such as the public task basis whereby i is In the public interest 1o
share the information, If the decision is made to report abuse to children's social care or the palice against the
victim's wishes, this must be handied extremely carefully and appropriate support provided to the victim.

Concermns regarding a staff member's anline behaviour are reported to the headteacher, who decides on the
best course of action in line with the relevant policies, e.g. the Staff Code of Conduct, Allegations of Abusa
Against Staff Policy, and Disciplinary Folicy and Frocedures. If the concern is about the headteacher, it is
reported fo the chair of governors.

Caoncarns regarding & pupil's online behaviour are reported to the DS, who investigates concerns with relevani
staffl members, e.g. the acting-headieacher and ICT technicians, and manages concerms in accordance with
relevant policies depanding on their nature, e.g. the Behaviour Policy and Child Protection and Safeguarding
Policy.

Where there is a concern that illegal activity has taken place, the acting-headteacher contacts the police,

The school avoids unnecessarily criminalising puplls, e.g. calling the police, where criminal behaviour s thought
to be inadvertent and as a result of ignorance or normal developmental curiosity, e.g. a pupil has taken and
distributed indecant imagery of themsalves. The DSL will decide in which cases this response is appropriate
and will manage such cases in line with the Child Protection and Safeguarding Policy.

All onliree safety incidents and the school's response are recorded by the DSL.

Cyberbulhying

Cyberbullying can include, bt is not limited to, the following:

Threatening, intiméidating or upsetlfing text messages

Threatening or embarrassing pictures and video clips sent via mobile phone cameras

Sikent or abusive phone calls or using the victim's phone fo harass others, to make them think the wvictim is
responsible

Threatening or bullying emails, possibly sent using a pseudonym or someone else's name

Unpleasant messages sent via instant messaging

Unpleasant or defamatory information posted to blogs, personal websites and social networking sites, e.g.
Facebook

Abuse bebween young people in intimate relationships onling i.e, teenage relationship abuse

Discriminatory bulkyving anling i.e. homophobia, racism, misogyny/misandry,

The school will be aware that certain pupils can be more at risk of abuse andfor bullying online, such as LGEBTO+
pupils and pupils with SEND.

Cyberbullying against pupils or staff is not iclerated under any circumstances, Incidents of cyberbullying are dealt with
quickly and effectively wherever they accur in fine with the Anti-bullying Policy.

i,

Child-on-child sexual abuse and harassment

Pupils may also use the internel and technology as a vehicle for sexual abuse and harassment. Siaff will understand
that this abuse can occur both in and cutside of schoal, off and online, and will remain aware that pupils are less likely
to repart concerning online sexual behaviours, particularly if they are using websites that they know adults will consider
to be inappropriate for their age.

The following ane examples of online harmful sexual behaviour of which staff will be expected 1o be aware:

Threatening, facilitating or encouraging sexual violence

Upskirting, i.e. taking a picture underneath a person's clothing without consent and with the intention of viewing
their genitals, breasts or buttocks

Saxualised online bullying, e.q. sexual jokes or taunts
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Urwanted and unsolicibed sexual comments and messages

Consensual or non-consensual sharing of sexualised imagery

Abuse bebwesn young people in infimate relationships enling, i.e. leenage relationship abuse

All staff will be aware of and promote a zero-tolerance approach to sexually harassing or abusive behawviour,
and any attempts o pass such behaviour off as trivial or harmless. Staff will be aware that allowing such
behaviour could lead to a school culiure that normalises abuse and leads to pupils becoming kass likely to report
such conduct,

»  Staff will be aware that crealing, possassing, and distributing indecent imagery of other children, Le. individuals

under the age of 18, is a criminal offence, even where the imagery is created, possessed, and distributed with
the permission of the child depicted, or by the child themselves,

Knighisfield school will be aware that interactions between the victim of onling harmful sexueal behaviour and the alleged
perpetrator(s) are likely to occur over social madia fallowing the initial report, as well as interactions with other pupils
taking “sides®, often leading to repeat harassment. The school will respond to these incidents in line with the Child-on-
child Abuse guidance (within the Ghild Profection policy) and the Social Media Palicy.

Knightsfield school responds to all concems regarding onling child-on-chikd sexual abuse and harassment, regardless
of whather the incident took place on the school premises or using school-owned equipment. Concerns regarding onling
child-on-child abuse are reported to the DSL, who will investigate the matter in line with tha Child Protection and

Safeguarding Policy.

Grooming and exploltation

Grooming is defined as the situation whereby an adult builds a relationship, trust and emational connection with a child
with the intention of manipulating, exploiting andfor abusing them

Staff will be aware that grooming often takes place onling and that pupils who are being groomed are commaonly unlikely
to report this behaviour for many reasons, including the following:

» The pupil believes they are talking to another child, when they are actually talking to an adult masquerading as
someona younger with the intention of gaining their trust 1o abuse them.

»  The pupil does not want to admit to talking to someone they met on the internet for fear of jedgement, feeling
embarrassed, or a lack of understanding from their peers or adults in their life.

=  The pupil may have been manipulated into feeling a sensa of depandancy on their groomer due to the groomer's
attempts to isolate them from friends and family.

» Talking to someone secrefly over the internet may make the pupil feel ‘special’, particularly if the person they
are talking to is cider,

= The pupil may have been manipulated into feeling a strong bond with their groomer and may have fealings of
lovally, admiration, or love, as well as fear, distress and confusion.

Due to the fact pupils are less lkely to report grooming than ather online offences, it is particularly important that staff
understand the indicators of this type of abuse. The DSL will ensure that online safety fraining covers cnline abuse, the
impartance of looking for signs of grooming, and what the signs of online grooming ane, including:

= Being secretive about how they are spanding their time.

» Having an older boyfriend or girfriend, usually one that does not attend the school and whom their close friends
hawve not met,

= Having monay or new possessions, a.q. clathes and technological davices, that they cannaot or will not explain,

Child sexual exploitation (CSE) and child criminal exploitation [CCE)

Although CSE often involves physical sexual abuse or violence, online elements may be pravalent, e.g. sexual coarcion
and encouraging children io behave in sexually inappropriate ways through the internet. In some cases, a pupil may be
groomed online to becoma involved in a wider natwork of axpleitation, e.g. the production of child pornography or forced
child prostitution and sexual trafficking,



,CCE is"a form of exploitation in which children are forced or manipulated into committing crimes for the benefit of their
abuser, e.g. drug transporting, shoplifing and serious viclence. While these crimes often take place in person, it is
increasingly common for children to be groomed and manipulated into participating through the internat.

Where staff have any concerns about pupils with relation to CSE or CCE, they will bring these concerns to the DSL
without delay, who will manage the situation in line with the Child Protection and Safeguarding Policy.,

Radicalisation

Radicalisation is the process by which a person comes o support terrorism and extremist ideologes associated with
terrorist groups. This process can occur through direct recruitment, e.g. individuals in extremist groups identifying,
targeting and contacting young people with the intention of involving them in terrorist activity, or by exposure to violent
ideclogical propaganda. Children who are targets for radicalisation are likely 1o be groomed by extremists online to the
extent that they believe the extremist has their best interasts at haart, making them more likely to adopt the same radical

idaalogy,

Staff members will be aware of the factors which can place certain pupils at increased vulnerability 1o radicalisation, as
outlined in the Prevent Duty Policy. Staff will be axpecied to exercise vigilance towards any pupils displaying indicators
that they have been, or are being, radicalised,

Where staff have a concern about a pupil relating to radicalisation, they will report this to the DSL without delay, who will
handle the situation in line with the Prevent Duty guidance within the Child Protection paolicy.

kbental hialkth

The internet, particularly social media, can be the roof cause of a number of mental health issues in pupils, e.g. low self-
esteem and suicidal ideation,

Staff at Knightsfield schoaol will be aware that online activity both in and outside of school can have a substantial impact
on a pupil's mental state, bolh positively and negatively. The DSL will ensure that training is available fo help ensure that
staff members understand popular social media sites and terminology, the ways in which social media and the internet
in general can impact mental health, and the indicators that a pupdl is suffering from challenges in their mantal haalth.
Concerns about the mental health of a pupil will be dealf with in line with the Social, Emational and Mental Health (SEMH)

Palicy.

Online hoaxes and harmiul onfine challenges

Far the purposes of this pelicy, an “online hoax" is defined as a defiberate lie designed to seam fruthful, normally one
that i intended 1o scaremonger or 1o distress individuals who come across it, spread on online social media platforms.

For the purposes of this palicy, "harmful online challenges” refers to challenges that are targeted at young people and
generally involve users recording themselves participating in an onling challenge, distributing the video through social
media channels and daring others 1o do the same. Although many onling challenges are harmbess, an online challenge
becomes harmiul when it could potentially put the participant at risk of harm, either directly as a result of partaking in
the challenge itself or indirecily as a result of the distribution of the video onling — the latter will usually depend on the
age of the pupil and the way in which they are depicted in the videao.

Where stafl suspect there may be a harmful onling challenge or online hoax circulating amangst pupils in the school,
they will report this to the DSL immadiatety.

The DEL will conduct a case-by-case assessment for any harmful onfine content brought to their aliention, establishing
the scale and nature of the possible risk 1o pupils, and whether the risk is one that is localised (o the school or the local
anea, or whether it extends more widely across the country. Where the harmiful content is prevalent mainky in the local
area, the DSL will consult with the LA about whether quick local action can prevent the hoax or challenge from spreading
more widedy,

Pricr to deciding how to respond to a harmful online challenge or hoax, the DSL and the headteacher will decide whether
each proposed response is:



& In line with any advice received from a known, reliable source, e.g. the UK Safer Intermat Centre, when fact-
checking thea risk of online challenges or hoaxes.

» Careful to avoid needlessly scarng or distressing pupils.

# Mot inadvertently encouraging pupils to view the hoax or challenge where they would not have otherwise come
across it, e.g. where content is explained to younger pupils but is almost exclusively being shared amongst older
pupils,

= Proportional 1o the actual or parcaived risk.

¢ Helpful to the pupils who are, or are perceived o be, at risk.

¢ Appropriate for the relevant puplls’ age and developmental stage.

s Supportive.

¢ |n line with the Child Protection and Safeguarding Policy.

Where the DEL's assessment finds an online challenge 1o be putting pupdls at risk of harm, e.g. it encourages children
to participate in age-inappropriate activities that could increase safeguarding risks or bacome a child protection concern,
they will ensure thal the challenge is directly addressed fo the relevant pupils, e.g. those within a particular age range
that s directly affected or even to individual children at risk where appropriate,

Tha DSL and headteacher will only implement a school-wide approach o highlighting potential harms of a hoax or
challenge when the risk of needlessly increasing pupils' exposure to the risk is considered and mitigated as far as

possible,

Cyber-crime

Cyber-crime is criminal activity committed using computers andfor the internel. There are two key categories of cyber-
crime:
= Cyber-enabled - these crimes can be carried out offfine; however, are made easier and can be conducted at
higher scales and speeds online, e.g. fraud, purchasing and selling of illegal drugs, and sexual abuse and
exploitation.
= Cyber-dependent — these crimes can only be carried out onfing or by using a compauter, &.g. making, supplying
or obtaining makware, illegal hacking, and ‘booting’, which means overwhelming a network, computar or website
with internet traffic to render it unavailable.

Knightsfield school will factor into its approach to onling safaly the risk that puplis with a particular affinity or skill in
technology may become involved, whether deliberately or inadvertently, in Cyber-crime. Where thare are any CONCems
about a pupil's use of technology and their intentions with regard to using their skill and affinity towards it, the DSL will
consider a referral to the appropriate body.

The Deputy Headteacher/DDSL and headteacher will ensure thal pupiis are taught, throughout the behaviour currculum,
how to use taechnology safely, responsibly and lawfully, and the DSL and Headteacher will ensure that puplls cannol
access sites or areas of the internet that may encourage them to stray from lawful use of technology, e.g. the "dark web',
on school-owned devices or on school networks through the use of appropriate firewalls,

Online safety training for staff

The DSL ensures that all safeguarding training given to staff includes elements of online safety, including how the intermel
can facilitale abuse and exploitation, All staff will be made aware that pupils are at risk of abuse, by their peers and by
adults, anling as well as in person, and that, often, abuse will take place concurrently via online channals and in daily
life,

Information about the school's full responses to online safeguarding incidents can be found in the Anti-bullying Policy
and the Child Protection and Safeguarding Policy.
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‘Use of technology in the classroom

A wide range of technology is used during lessons, including the following:

Compuliers

Student Laptops

Google phones (Year 56 anly)

Internat

Email

Cameras

= jPads

= Al may be incorporated into the curriculum during the 20260527 academic year

Frior to using any websites, lools, apps of other online platforms In the classroom, or recommending that pupils use
these platforms at home, the class teacher atways reviews and evaluates the resource and refers it to SLT for Data
Impact Assessments to be completed. Class teachers ensure that any internet-derived materials are used in line with

copyright law.

Pupils are supervised when using online materials during basson time = this supervision is sultabla to their age and
ability.

8. Use of smart technology

Knighisfield schood recognises that the use of smart lechnology can have educational benefits however, the school also
recognises that there are also a varety of associaled risks which the school will ensure it manages.

FPupils will be educated an the acceptable and appropriate use of personal devices and will use technology in line with
the school's Technology Acceptable Use Agreement for Pupils.

Staff will use all smart technology and personal technology in line with the school's Mobile Phone policy and ICT
Acceptable Use Agreement.

Inappropriate use of smart technology may include;

=  LUsing mobile and smart technology to sexually harass, bully, froll or inlimidate peers.
= Sharing indecent images, both consensually and non-consensually.
= Viewing and sharing pormography and other harmful content.

Pupils will not be permitted o use smart devices or any other personal technodogy at any time during the school day and
hawve to place them in secure phone pouches untl the end of the school day when their Form Tutor releases the locks.

Where there is a significant problem with the misuse of smart technology among pupils, the school will discipling those
involved in line with the school's Behaviour Policy,

The school will hold assemblies, where appropriate, which address any specific concerns related to the misuse of smart
technology and outfine the importance of using smart technology in an appropriate manner.

The school will seek to ensure that it is kept up fo date with the latest devices, platforms, apps, trends and related
threats.
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Artificial intelligence (Al)

Generative artificial intelligence (Al) tools are now widespread and easy to access, Staff, pupils and parenis/carers
may be familiar with generative chatbots such as ChatGPT. As at the date of this policy these are not permittad for
use at Knightsfiald School,

Knightsfield School recognisas that Al has many uses o help pupss learn but may also have the patential o be used
to bully others. For exampée, in the form of 'deepfakes’, where Al is used o create images, audio or video hoaxes that
Ik real,

Knightsfield will treat any use of Al to bully pupils inline with our cyber bullying/behaviour policy,

Staff and students should be aware of the risks of using Al tools and should not use tham wentil authorized to do so by
SLT Im wriling.

For more information on use of A1, please refer o the Knighisfield School A1 Policy [due to be published in 2026]

Educating parents

Knightsfield school works in partnership with parents to ensure pupils stay safe onling at school and at home, Parents
are sent a copy of the Acceptable Use Agreament at the beginning of each academic year and are encouraged to go
through this with their child to ensure their child understands the document and the implications of not following it

Parents will ba made aware of the varous ways in which their children may be at risk onling, including, but not limited
to;

=  Child sexual abuse, including grooming.

# Exposure to radicalising contend

¢+ Sharing of indecent imagery of pupils, e.g. sexting.

* Cybarbullying.

= [Exposure to age-inappropriate content, e.g. pomography.

= [Exposure to harmful content, e.g. content that encourages self-destructive bahaviour.

Parents will be informed of the ways in which they can prevent their child from accessing harmful content al home, e.g.
by implementing parental controls to bBlock age-inappropriate content,

Parental awareness regarding how they can support their chikdren fo be safe online is raised in the following ways:

« Tarmiy newslelters
«  Onling resourcss

Internet access
Pupils, staff and other members of the school community are only granted access to the schoel's internet network once
they have read and signed the Acceptable Uise Agreement.

All members of the school community are encouraged to use the school’s internet network, instead of 3G, 4G and 5G
networks, as the nebwork has appropriate fitering and moniforing o ensure individuals are wsing the internat
appropriately.
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- Filtering and monitoring online activity

The trustee board of Knightsfield school ensures the sehool's ICT network has appropriate filters and manitoring systems
in place. The trustee board ansures ‘over blocking' does not lead to unreasonable restrictions as to what pupils can be
taght with regards 1o online teaching and safeguarding,

The schiool uses Con-Ed Ltd to provide Classroom Cloud filtering and monitoning systems appropriate (o pupils® ages.
Requests regarding making changes to the filtering system are directed 1o the headteacher,

All Classroom Cloud breach alerts are sent to SLT who will investigate and the Deputy Headteacher is the access Lead
and is responsible for ensunng all have been actioned.

Deliberale breaches of the filtering system, they will be disciplined in line with the Behaviour Policy. If a member of staff
has deliberately breachaed the filtering system, they will be disciplined in line with the Disciplinary Poficy and Procedure.

If material that is believed to be illegal is accessed, inadvertently or deliberately. this material will be reported to the
appropriate agency immediately andior the police.

The school's network and school-owned devices are appropriately manitored. All users of the netwark and schoal-owned
devices are informed about how and why they are monitored. Concerns identified through monitoring are reported fo
the DSL who manages the situation in line with the Child Pratection and Safeguarding Policy.

Network security

Technical security features, such as anti-virus software, are kept up-to-date and managed by ICT technicians at Con-
Ed. Firewalls are always switched on, ICT technicians at Con-Ed review the firewalls regularky to ensure they are nunning
correctly, and to carry out any required updates,

Stafl and pupils are advised not to download unapproved software or open unfamiliar email attachments and are
expecied to report all malware and virus attacks fo SLT.

Al members of staff have their own unique usernames and private passwords o access the school's systems. Pupils
are provided with thedr own unique username and private passwords, Stalf members and pupils are responsible for
keeping their passwords private. Passwords have a minimum and maximum length and require a mixture of letters,
numbers and symbols to ensure they are as secure as possible.

Users inform The Deputy Head if they forget their login details, who will arrange for the user o access tha systems under
different login datalis. Users are not permitted to share their login details with others and are not allowed to log in as
anather user at any time. If a user is found to be sharing their login details or otherwise mistreating the passwaord system,
the headteacher is informed and decides the necessary action to take.

Users are required to lock access to devices and systems whan they are nol in use.

Emails

Access to and the use of emails at Knightsfield school is managed in ling with the Data Protection Policy and Acceptable
Use Agreement.

Staff and pupds are given approved school email accounts and are only able o use thesa accounts at schoal and when
doing school-related work outside of schoal hours, Prios i being authorised to use the email system, staff and pupils
must agree to and sign the Acceptable Use Agreement. The school email is mulli-authenticated, Personal emall accounts
are nol permitted to be used on the school site. Any email thal contains sensitive or personal information is only sent
using secure and encrypled amail.

Staff members and pupils are required to block spam and junk mail and report the matier to ICT technicians. The school's
monitoring system can detect imappropriate links, mahvare and profanity within emaiks = staff and puplls are made aware
of this. Chain letters, spam and all other armails from unknown sources are deleted without being opened. Online safety
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lessons and workshops have explained what a phishing emall and cther malicious emails may look like and indudas
information on the following:

=  How to determine whether an email address s legitimabe

The types of address a phishing emall could use

The importance of asking “does the emaill urge you to act immediately?”
+ The importance of checking the spelling and grammar of an email

Social networking

Personal use

At Knightsfield school access to social networking sites is filtered as appropriate. Staff and puplls are not permitted to
use social media for personal use during lesson time, Staff members are advised that their conduct on social media can
have an impact on their role and reputation within the school, The Staff Code of Conduct and the Social media policy
confaing information on the acceptable use of sockal media = staff members are required (o follow these expectations at
all times,

Staff receive training on how to use social media safely and responsibly. Staff are not permitted to communicate with
pupils or parents over social networking sites and are reminded (o alter their privacy settings (o ensure pupils and parents
are not able fo contact them on social media, Where staff have an existing personal relationship with a parent or pupil,
and thus are connected with them on social media, e.g. they are friends with a parent at the schoal, thay will disclose
thiz to the DSL and acting-headteacher and will ensure that their social madia conduct relating to thal parent is
appropriate for their position in the school.

Pupils are taught how to use social media safely and responsibly through the onling safety curriculum

Concerns regarding the online conduct of any member of the school community on social madia are reported to the DSL
and managed in accordance with the relevant policy, e.g. Anti-Bullying Policy, Staff Code of Conduct and Behaviour
Policy.

Use on behalf of the school

Knightsfield school's official social media channels are only used for official educational or engagement purposes, Staff
members must be authorised by the acting-headteacher to access fo the school's social media accounts.

All communication on officlal sockal media channels by staff on behalf of the school is clear, fransparent and open 1o
SCrutiny,

The school website

The Headteacher is responsible for the overall content of the schoaol website — they will ensura the content is appropriate,
accurate, up-to-date and meets government reguirements.

The website complies with guidelines for publications including accessibility, data protection, respect for intellectual
property rights, privacy policies and copyright law. Personal information redating to staff and pupdls is not published on
the website. Images and videos are only posted on the website if the appropriate permissions are med
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Use of devices

School-owned devices

Some Knightsfield school staff members and pupils are issued with the following devices to assist with their wark. The
Office Manager is responsible for keeping a record of who is issued with a lap-top and ensuring an agreement is signed:

* Laplop

Puplls are provided with school-owned devices as necessary to assist in the delivery of the curriculum. Staff and pupils
are not permitted to connect school-owned devices 1o public Wi-Fi networks. All school-owned devices are password
protected, All school-owned devices are filted with software to ensure they can be remaotely accessed, in case data on
the device needs to be protected, refrieved or erased,

Con-Ed reviews all school-owned devices on a regular basis 1o cary out software updates and ensure there is no
inappropriate material or malware on the devices. No software, apps or other programmes can be downloaded onto a
device without authorisation from SLT.

Cases of staff members or pupils found to be misusing school-owned devices will be managed in line with the Disciplinary
Palicy and Procedure and Behaviour Policy respectively.

Stafl members are not permitted o use their personal devices during lesson time, other than in an emergency. Staff
members are not permitted (o vse their personal devices to take photos or videos of pupils.

Staff members report concerns about their colleagues’ usea of personal devices on the school premises. If a member of
staff is thought to have illegal content saved or stored on a personal device, or to have committed an offence using a
perscnal device, the Headteacher will inform the police.

Fupils ara not permitted to use their personal devices at any tme during the school day and they are locked in a phone
case by their Form Tutor on arrival unless it is required for a medical tracking reason and we have been notified by the
student’s medical team. If a pupil needs fo contact their parents during the school day, they are allowed to use the phone
in the school office.

Where a pupil uses accessibility features on a personal device to help them access education, e.g. where our deaf pupils
use their mobile phone to adjust the seftings on an internal hearing aid in response to audible stimuli during class, the
arrangements and rules for conduct for this are developed and managed on a case-by-case basis,

The excepbion 1o this is with Post-16 students. The school has purchased nofetaking software to streamline the support
at college and in the 6™ form. The software is called Jamworks and students have their own log in ta the software. They
are able o use their devices to record the lessons they aliend with the software then generaling summaries, quizzes
and resources based upon the lesson. Thizs has been agreed with Oaklands College and Monk's Walk School, The
software also encourages independance as the student will not need 1:1 suppaort in every lesson from a membar of stalf,

Puplls’ devices can be searched, screened and confiscaled in accordance with the Searching, Screening and
Confiscation Policy. If a staff member reasonably believes a pupil's personal device has been used to commit an offence
or may provide evidence refating to an offence, the device will be handed 1o the police.

Any concerns aboul visitors' use of personal devices on the school premises are reporied to the DSL,

Remote learning

Knightzsfield school will ik assess the technology used for remote leaming prior 1o use and ensure that there are no
privacy ssues or scope for inappropriate use. The school will consult with parents prior to the period of remote learning
about whal methods of delivering remote leaching are most suitable = allernate arrangements will be made where

Necessary.
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If there is a period of remate leaming, Knightsfield school will maintain regular contact with parants to:

+ Rainforce the importance of children staying safe onfine,

= [Ensure parents are aware of what their children are being asked to do, e.g. sites they have been asked to use
and staff they will interact with,

= Encourage them to set age-appropriate parental confrols on devices and internet filters to block malicious
wabsites.

+ Direct parents to useful resources to help them keep their children safe anline.

The school will not be responsible for providing access to the internet off the school premises and will not be responsible
for providing online safely software, e.g. anti-virus software, on devices not owned by the school,

Links with other policies

The Online Safely policy is linked o our;

Child Profection and Safeguarding policies
A Policy (when pubfished)

Behaviour Policy

Staff Disciplinary Proceduna

Data Protection Palicy and associaled notices
Complaints Procadure

Maobile Phone Policy

Social Media Policy

ICT and internet acceplable use agresments

Monitoring and review

Knightsfield school recognises that the online world is constantly changing; therefore, the DSL, Depuly headieacher and
the Headteacher conduct reviews of this policy to evaluale ils effectiveness throughout the year.

The trustee board, Headteacher and DSL review this policy in full on an annual basis and following any online safaty
incidents,

The next schedubed review date for this policy is December 2026

Any changes made to this policy are communicated to all members of the school community
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Online Safety Acceptable Use Agreement - Staff, Trustees and student teachers (on
placement or on staff)

You must read this agreement in conjunction with the online safety policy and the GDPR policy. Once you have read
these, you must sign and submit this agreement and it will be kept on record in the school. You should retain your own
copy for reference. This forms part of your professional and safeguarding responsibilibes.

Internet, mobile and digital technologies are part of our daily working life and this agreement is designed to ensure that
all staff and trustees are aware of their responsibiliies in relation o their use. All staff, student teachers and tfrustees
are expected o adhere to this agreement and to the online safety policy. Any concerns or clanfication should be
discussad with Danny Bidwedl. Breachas will be investigated, recorded and, where appropriate, disciplinary procedures

will apply and police involvement will ba sowght.

Internct Access

I will not access or attempt to access any sites that contain any of the following: child abuse; pornography;
discrimination of any kind, promation of prejudice against any group; promation of illegal acts; any other information
which may be illegal or offensive, Inadverient access on Knighisfield School equipment must be trealed as an onling
safely incident, reported o the online safety lead, Danny Bidwell, and/or DSP and an incident report complated,

Online conduct

| will ensure that my online activity, both in and outside school, will not bring Knightsfield School, my professional
reputation, or that of others, into disrepute.

I will not browse, download, upload or distribute any malerial that could be considered offensive, illegal or
discriminatory, Exceplionally, use of confroversial material a3 part of the curiculum should be planned and approved
on avery occasion (see policy).

I will report any accidental access to or receipt of inappropriate materials or filtering breach to Danny Bidwell.

| undarstand that all my use of the internet and other related technologies can be traced and monifored and, should it
be required, must be made available to my line manager, Headteacher and others as required

| will not give out my personal contact and onling account information such as phone numbers, email addrass, and social
media account details to pupils andlor parents/carers,
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Social networking

| understand the need to separate my professional role from my private friendships; in my professional capacty | will
nat become ‘friends’ with parentsicarers or pupils on social nebworks. Where my school role is my only connection to
an individual, private onling contact is unaccepiable with parents/carars of pupils.

WVihen using social natworking for parsanal use | will ensure my settings are not public. My privale account postings
will never undermine or disparage the school, its staff, Trustees, parents/carers or pupils. Privileged information must
remain confidential,

| will not uplead any material about or references to the school or its community on my personal sccial networks.

Passwords

| understand that there is no occasion when a password should be shared with a pupil or anyone who is not a staff
membsar,

Data protection

I will foliow requiremeants far data protection as outlined in GDPR policy. These include:

= Photographs must be kept securely and used appropriately, whether in school, taken off the school premises or
accessed remotely

« Personal data can only be taken out of school or accessed remotety when authorised by the Headteacher or
frustes board

« Pearsonal or sensitive data must never be taken offsite unless with the express permission of the Headteacher. The
school has provided all staff with secure access to the Knightsfield network via the cloud operation,
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Imagess and videos

| will enly upload images or videos of stalf, pupils or parentsicarers onto Knightsfield School approved sites where
specific permission has been granted.

I 'will not take images, sound recordings or videos of Knightsfield School events or activities on any personal device.

Use of email

| will use my Knightsfield School email address for all school business. Al such corespondence must be kept
professional and is open to Subject Access Requests under the Freedom of Information Act. | will not use my schoaol
emall addresses for personal matters or non-schoal business,

Use of personal devices

I understand that as a member of staff | should at no fime put myself in a position where a safeguarding allegation can
be made against me because of my use of personal devices. | understand that the use of personal devices in
Knighisfield School is at the discretion of the Headteacher.

| will only use approved personal devices in designated areas (the staff room) and never in front of pupils.

| will only access sacure Knightsfield School information from personal devices through the OneDrive service, Edulink
or Office 365 when in school or any other location, Such a system would ensure as the user | was not saving files
lacally to my own device and breaching data security

A 'manitorable system’ would be one such as One Drive. Through One Drive, any school documents accessed on a
personal device are never actuzlly on the computer being used, they remain on the school senver. When the user logs-
out of One Drive, there are no copies left on thelr own device,

Additional hardware/software

| will not install any hardware or software on Knightsfield School equipment without permission of Danny Bidwedl,

Promoting online safety

| understand that online safety is the responsibility of all staff and Trustees and | will promote positive online safety
messages at all times including when setting homework or providing pastoral support.

| understand that it is my duty to support a whole school safeguarding approach and will repart any inappropriate or
concerning behaviour (of other staff, Trustees, visitors, pupils or parents/carers) o the DSP or Danny Bidwell
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Classroom management of internet access

| will pre-check for appropriateness all internet sites used in the classroom this will include the acceptability of other
material visibla, however briafly, on the site. | will not free surf the internet in front of pupils. | will also check the
appropriacy of any sites suggested for homa leaming.

If | am using the internet to teach about controversial issues | will secure, on every accasion, approval in advance for
the material | plan to use with Danny Bidwell

Video conferencing

| will only use the conferencing tools that have been identified and risk assessed by the Knightsfield School Senior
Leadership Team and DSP. A school-owned device should be used when running videoconferences, where possible.

User signature

| agree o follow this Acceptable Use Agreement and to support online safety throughout the Knightsfield Schoal. |
understand this forms part of the terms and conditions set out in my contract of employment (staff members only)
andior my responsiblliies as a trusiee.

S 1T e R P L e S PP Date

Ol N s e s s s i e )
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