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Statement of intent

Knightsfield school understands that using online services is an important aspect of ralsing educational standards,
promading pupil achievement, and enhancing teaching and leaming. The use of online services Is embedded
throughout the school, therefore, there are 2 number of controls in place to ensure the safety of puplle and staff,

Tha breadth of issues classified within online safely is considerable, but they can be categorised into four areas of risk:

* Content Being exposed to lllegal, inappropriate or harmiul materal, e.g. pornography, fake news, seli-harm
and sulcide, and discriminatory or extremist views,

* Contact Being subjected to harmful online interaction with other users, 2., peer pressure, commerclal
advertising, and adukts posing as children or young adulls with the intention to greom or explalt children.

= Conduct Personal online behaviour that increases the lkellhood of, or causes, harm, e.g. sending and receiving
explicit messages, and ayberbullying.

» Commerce: Risks such as online gambling, inappropriate advertising, phishing andior financial scams,

The measures implemented to protect puplls and staff revolve around these areas of risk. Our school has created this
palicy with the alm of ensuring appropriate and safe use of the Infernet and ather digital technology devices by all
pupilz and staff,

Legal Framework

This policy is based on the Department for Education’s |DFE's) statutory safeguarding guidance, Keeping Children Safe
In Education, and its advice for schools on;

» Teaching online safely in schools
» Emaﬂlm:z and tackling bullying ammmmwma

It also refers fo the DFE's nuldam on mmmmﬂ
It reflects existing legiskation, inchuding but not limited to the Education At 1996 (as amended), the Education and

Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education Act 2011, which has given
teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleting Inappropriate images or
. files on pupis’ electronic davices where they believe there is a “good reason’ to do so.

This pallcy compiles with our funding agreemant and articles of assoclafion.

Roles and responsibilities

The Trustesa Board
The trustesa board has overall responsibility for mondtoring this policy and holding the headteacher fo account for its
Implementation,
The trustee board will make sure all staff underge online safely training as part of child protection and safegquarding
training, and ensure staff undarstand their expectations, roles and responsibllities around filtering and monitoring,

The truates board will alse make sure all staff recaive regular online safaty updates (via emall, e-bulleting and staff
meelings), as required and at least annually, to ensure they are conlinually provided with the relevant skills and
knowledge to effectively safeguard children,

The truetes board will co-ordinale regular moeetings with appropriate staff to discuss online safaty and requirements for
training and manitor onfine safety logs as provided by the depuly DSL in charge of curriculum,

The trustes board will maka sure that the school teaches pupils how to keep themselves and othars safe, Including
ondine.
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The trudtes board will make sure that the school has appropriate fillering and monitoring systems in place on school
devices and school networks, and will regularly review their effectiveness. The board will review the DIE’S filbaring aod
monitoring standards, and digcuss with SLT whal needs o be done lo support the school in meeting the standards,
which include;

* Identifying and assigning roles and responsibilies fo manage fikering and monitoring sysiems

» Reviewing filtering and monitoring provisions at keast annually

# Blocking harmful and inappropriate content without unreasonably impacting teaching and leaming

¥ Having effective monitoring strategies in place that meet the school’s safeguarding needs
The rustes who ovarseas online safety 5 Father Rob Marshall
All frustees will

» Make sure they have read and understand this policy

* Agree and adhere o the terms on acceptable use of the school's ICT systems and the internet {appendix 3)

¥ Make sure thal onlinge salaly s a running and interrelated thema when devising and implementing the whole-
school approach o safequarding and related policies andfor procedures

? Make sure thal, where necessary, beaching about safeguarding, including online safely, is adapled for
vulnerable children, viclims of abuse and some pupds with special educational needs andfor disabilitios
(SEMDY). This iz because of the importance of recognising that a 'one size fits all approach may not be
appropriate for all children in all siluations, and 8 mare personalised or contexdualised approach may often be
more suitable

The headteacher Is responsible for;

Ensuring thal online safely |5 a running and interrelated theme throughout the scheal's policles and procedures,
inciuding in those related fo the curriculum, leacher fraining and safeguarding,

Suppodling the DSL & Deputy DSL in charge of Online Safety in the curmiculum by ensuring they have enough
fime and resources o carry out thelr responsibilities in relation to oaline safely.

Ensuring staff receive regular, up-to-date and appropriate online safely training and information as part of their
safeguarding training.

Ensuring online safely practices are audited and evaluated.

Supporting siaff to ensure that online safely is embedded so that all puplis can develop an appropriate
understanding of online safety.

Organising engagement with parenis fo keep them up to date with current online safety lssuas and how the
school is keeping pupils safe.

The DEL = responsible for;

Taking the lead responsibilily for caling safely in the school (online safely in currlculum deegated (o Deputy
Head).
Acting as the named point of contact within the school on all online safeguarding lssuwes,
Ligizing with redevant members of staff on online safely mailters, a.g. the SENCD
Ensuring online safely is recognised as par of the schools safeguarding responsiblities and that a coordinated
approach is implemented,
Ensuring appropriate refarrals are made 1o axternal agencies, as required,
Warking closely with the police during palice investigations.
Kecping up to date with current research, legislation and onling trends.
Establishing a procedure for reparting online safely incidents and inappropriate Intemet use by staf.
Ensuring all membsers of he school community understand the reporting procedure.
Maintaining records of reparted online safely concerns as well as the actions taken In response 10 conoams,
Working with the headteacher and trustee board to updata this palicy on an annual basis.

The Depuly DSLDepuly headbeacher ks responsible for

Coordinating the school's parlicipation in local and national online safely events, e.9. Safer Intermet Day
P



&+ Compuling and onling safely across the curmiculum

=  Ensuring safeguarding is considarad in the school’s approach 1o remaote leaming.

= Monitoring Classroom Cloud aleris

+ Eslablishing a procedure for reporting online safely incidents and inappropriale internet use by pupils

« Monitoring online safaty incidents to identily trends and any gaps in the school's provision, and using this data
I update the school's procedures.

ICT [(Con-Ed) techniclans are responsible for:

+  Providing technical support in the development and implementation of the school's online safety policles and

procaedunes.
= Implamenting appropriate security measures as directed by the headteacher,

«  Ensuring that the school’s fillering and monitering syslems are updated as appropriate.
All staff mambers are responsible for,

*  Taking responsibilily for the securily of ICT systems and electronic data they use or have access o

«  Modalling good online behaviours,

= Maintaining a professional level of conduct in their personal use of technology.

#  Having an awarenaess of online safety issues.

« Knowing that the SLT is responsible for the filtering and monitoring systems and processes, and baing aware of
hd b report any incidents of those systems to the SLT

« Ensuring they are familiar with, and understand, the Indicalors that pupils may be unsafe onfine,

» Reporting concarns in fine with the school's reparting procedund.

« Ensuring any instance of eyber-bullying is reported so it can be dealt with appropriately in line with the behaviour
policy.

« \Where relevant io their robe, ensuring online safely is embedded in their feaching and in the Behaviour
Curmiculum and PSHCE

Pupils are responsible for

» Adhering to the Acceptable Use Agreement and other relevant policies,
« Seeking help from school staff if they are concerned about something they or a peer have experianced onling.
# Reporting online safely incidenis and concems in line with the procedures within this policy.

Parents are expeched to.

s Molity the headieacher of any concemns or queries regarding this policy
« Ensura their child has read, understood and agreed to the lerms on the acceplable use of the schools ICT
systems and Internet agreement,

Parents/carers can seok further guldance on keeping children safe online from the following organisations and
wabsitos:

2> What are the iasues? — UK Saler Infernel Centre
* Help and advice for parents/carers - Childnel
» Parenls and carers resource sheel — Childnet

4. Bducating pupils aboul online safety
Pupils will be taught about online safely as part of the curriculum,

All schools have toteach;



> Redali ips educati h education in primary schools
» Relationships and sex education and heakth education in secondary schools

Pupils in Kay Stage (KS) 2 will be taught to:
» Use technology safely, respectiully and responsibly
? Recognise accaptable and unacceptabla behaviour
» ldentity a range of ways 1o report concams about content and contact
* Be disceming in evalualing digital conlem

By the end of primary school, puplls will know:

» That the internat can be a negalive place where ondine abuse, brolling, bullying and harassment can take place,
which can have a negative impact on mental health

» That people somatimes behave differently online, including by pretending to be someone they ane not

» That the same principles apply to online relationships as to face-to-face refationships, including the impodance
of respesct for othars, including whan we are anonymous

? The rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and how
to report them

# How lo critically consider their online friendships and sources of information including awareness of the risks
associated with pacpe they have never met

# How Information and data are shaned and used online

> How to be a discerning consumer of information online including understanding that information, including that
Tromm search engies, is ranked, solected and targoted

¥ What sorts of boundaries are appropriate in friendships with peers and others (including in a digital context)
¥ How fo respond safely and appropriately to adults they may encounter (in all conteds, including onling) whom
they do not know

» The benefits of rationing time spent online, the risks of excessive fime spent on electronic devices and the
impact of positive and negative content online on thelr own and others' mental and physical weallbeing

» Why social media, computer games and online gaming have age restrictions and how fo manage common
difficulties encounterad onling
» How to consider the affect of their online actions on others and know how to recognise and display respectful
behaviour online and the imporiance of keeping personal information private
* Where and how o report concems and get support with issues online
in K53, pupils will be taught to:

* Understand a range of ways to use technology safely, respectfully, responsibly and securely, inclsding
protecing thelr online identity and privacy

* Recognise inappropriate content, contact and conduct, and know how 0 report concems

Pupils In K54 will be taught:
> Eu&dmm how changes in technology affect safely, including new ways to prolect their online privacy and
nity
» How lo report a range of concems
By the end of secondary school, pupils will know:
¥ Their rights, responsibilities and oppartunities onfine, including that the same expectations of behaviour apply in
all contexis, including online

» About online risks, including that any material someone provides to another has the potential to be shared
online and the difficully of remaoving pofentially compromising material placed online

» Mot o provide material 1o others that they would not want shared further and not to share personal matesial that
is sant ta tham

* Whal to do and whera to gel suppart fo report materdal or manage issues onling
? The impact of viewing harmful content



» That specifically sexually explicit material {e.g. pormography) presents a distorted picture of sexual behaviours,
can damage the way people see themsalves in relation to others, and negatively affect how they behave
towards sexual pariners

# That sharing and viewing indecent images of children (including thase created by children) is a criminal offence
that carrles severe penallies incheding jail

* How information and data is generated, collected, shared and used online

¥ How to identify harmiul behaviours online (including bullying, abuse or harassmeant) and how to report, or find
support, if they have been affected by those behaviours

¥ How people can aclively communicate and recognise consent from others, including sexual consent, and how
and when consent can be withdrawn (in all contexts, including online)

¥ The similarities and differencas between the onbine world and the physical world, including: the impact of
unhealthy or cheessive comparison with others online (including through setting unrealistic expectations for
body image), how people may curate a specific image of their life online, over-reliance on online relationships
including social media, the risks related to online gambling including the accumulation of debt, how advertising
and infarmation is targeted at them and how Lo be a discerning conswmer of information online

The safe use of social media and the internat will also be covered in other subjects where relavant.

Where necassary, leaching about safeguarding, including online safety, will be adapted for vulnerable children, victims
of abiuse and some pupdls with SEND.

5. Managing online safety

Al staff at Knightsfield school will be aware that technology is a significant component in many safeguarding and
wallbeing issues affecting young people, particularly owing to the rise of soclal media and the increased prevalance of
children using the intarnet.

The DSL has overall responsibifity for the school's approach to online safety, with the Deputy head baing responsibla
for the delivery of Online Safety in the curriculum, with support from deputies and the headieacher where appropriate,
and will ensure that thera are strong processes in place to handle any concerns about pupis’ safety online, The DSL
shoutd Ealse wilh the police or children's social care services for support responding to harmiul online sexual behaviowr.

The importance of online safely & integrated across all school operations In the following ways:

Online safely discrete lossons

Termily online safety newsletters (provided by HerlsforLearning)

Etaffl and trustees receive regular training (at leas! annually)

Staff receive regular emall updates regarding online safety information and any changes lo online safety
guidance or legislation

= Online safety is integrated into learning

s Asgemblies may be conducted an the tople of remaining safe online

Handling online safety concerns

 Any disclosures made by pupils lo stafl members about online abuse, harassment or exploitation, whether they
are the victim or disclosing on behalf of another child, will be handled in line with the Child Prolection and
Safeguarding Policy.

» Staff will be aware that puplls may not feel ready or know how to lell someone about abuse they are
experiencing, due to feeling embarrassed, humiliated, or threatened. Staff will be aware and recognise the
importance of the presence and scaba of online abuse or harassmant, by considering that just because it ks not
being reported, does not mean it is net happening.

s Staff will be aware that harmiul anline sexual behaviour can progress on a continuum, and appropriate and earky
imtervention can prevent abusive behaviour in the fulure. Stalf will also acknowledge that pupils displaying this
type of behaviour are ofien victime of abuse themselves and should be sultably supported.

«  The victim of online harmiul secazal behaviour may ask for no one to be told about the abuse. The DSL wil
consider whather sharing details of the abuse would put the victim in a more harmful pesition, or whether it is
necessary in order o protect them from further harm. Uitimately the DSL will balznce the viclim's wishes against
their duty to protect the victim and other young people. The DSL and other appropriate stall members will meet
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« with the victim's parents to discuss the safeguarding measures thal are being put in place to support their child

and how the regort will progress.

Confidentiality will not be promized, and information may be still shared lawhully, for example, if the DSL decides
that there is a legal basis under UK GOPR such as the public task basis wheraby it 15 in the public interest to
share the informalion, If the decision iz made to report abuse o childron's social care or the police against the
victin's wishes, this must be handied ecdremely carefully and appropriate support provided to the victim,

Concerns reégarding a staff member's cnline behaviour are reporied to the headieaches, who decides on the
best course of action in line with the relevant policies, e.g. the Staff Code of Conduct, Allegations of Abuse
Against Staff Policy, and Disciplinary Policy and Procedures, If the concemn s about the headieacher, It s

reporbed to the chair of governors.

Concerns regarding a pupil's onling behaviour are repaorted to the DSL, who investigates concerns with relevant
stafl members, e.g. the acting-headteacher and ICT technicians, and manages concems in accordance with
relevant policies depending on their nature, a.g. the Bahaviour Palicy and Child Protection and Safeguarding

Padicy.

Where thera is a concern that Blegal activity has taken place, the acting-headisacher contacts the police.

The school avolds unnecessarily criminalising pupils, e.g. calling the police, where criminal behaviour is thought
io be inadvedsnt and as a resull of ignorance or normal developmental curiosity, e.g. a pupll has taken and

distributed indecent imagery of themselves. The DSL will decide in which cases this response B appropriate
and will manage such cases in line with the Child Pratection and Safeguarding Policy.

All ondine safely incidents and the schools response are recorded by the DSL.

6 Cyberbullying

Cyberbullving can include, but ks not limited to, the following:

L]

Threataning, intimidating or upseliing bod messages
Threataning or embarrassing pictures and video clips sent via mobile phone cameras

Silent or abushve phone calls or using the victim's phone o harass olhers, to make them think the victim is
respansible

Threatening or bullying emalls, possibly sent using a pseudonym of somecns else's name

Unpleasant messages sent via instant messaging

Unpleasant or defamalory information posied fo blogs, personal websiles and soclal networking sites, e.g.
Facebook

Abuse between voung people in infimate relationships onfine 1o, leenage relationship abuse

Discriminatory bullying online Le. homophobia, racism, misogyny/misandry.

The school will be aware that certain pupils can be more at risk of abuse andlor bullying online, such as LGBETQ+
pupils and pupils with SEND.

Cyberbullving against puplls or staff Is not tolerated under any clreumstances, Incldents of cyberbullying are dealt with
quickly and effectively wherever they occur in line with the Anfl-bullying Policy.

7. Chald-on-child sexual abuse and harassment

Pupils may also use the internet and technology as a vehicle for sexual abuse and harassment. Staff will understand
that this abuse can occur bolh In and outside of schood, off and onling, and will remain awane that pupils are less likely
to report concarning onfine sexieal behaviours, particularly if they are using websites that they know adults will consider
to be inappropriate for their age.

Tha following are examples of onfine harmful sexsal behaviour of which staff will be expacted to be aware:

Threatening, facililaling or encouraging sexual violancs
Upskirting, i.e, taking a piclure underneath a person's clothing without consent and with the intention of viewing

thair genitals, breasts or bullocks
Sexualised online bullying, e.9. sexual jokes or tawnts

L]



= Unwanted and unsolicited sexual comments and messages
« Copsenaual or non-consensual sharing of saxualised imageny
Abuse babwesn young people in intimate relationships onfine, e, teenage relationship abuse

-

= Al staff will be aware of and promole a zero-tolerance approach io sexually harassing or abusive behaviour,
and any altempts to pass such behaviour off as frivial or harmiess. Staff will ba aware that allowing such
behaviour could lead to a school culture that normalises abuse and leads fo pupils becoming less likely to report
such conduct.

= Stalf will be aware that creating, possessing, and distributing indecent imagery of other chikdren, |.e, individuals
under the age of 18, Is a eriminal offance, even where the imagery i crealed, possessed, and distributed with
the permission of the child depicted, or by the child themsalves.

Knighisfield school will be awara that interactions between the victim of online harmful sexual behaviour and the alleged
perpetrator(s) are likely to occur over social media following the initial report, as well as interactions with other puplls
taking “sides®, often leading to repeat harassment. The school will respond to these incidents in ling with the Child-on-
child Abuse guidance {within the Child Protection policy) and the Soclal Media Policy.

Knightsfield school responds to all concems regarding online child-on-child sexual abuse and harassment, regardless
of whether the incident took place on the school premises of using school-owned equipment. Concerns regarding online
child=on-child abuse ara reported to the DSL, who will Investigate the matier In Bne with the Child Protecton and

Safeguarding Policy.

Grooming and egploitation

Grooming is defined as the situation whereby an adult bullds a relationship, trust and emaotional connection with a child
with the intenfion of manipulating, exploiling andfor abasing them,

Staff will be aware that grooming often takes place online and that pupils who are being groomed are commonty unlikely
ta report this behaviour for many reasons, including the following:

= The pupil believes they are alking to another child, when they are actually talking to an adult masquerading as
SOMBOne younger with the intention of gaining their trust bo abuse them,

= The pupil does not want to admit to talking to someone they met on the intermet for fear of judgemaent, fealing
embarrassed, or a lack of understanding from their peers or adults in their life.

= The pupil may have bean manipulated into feeling a sense of dependency on their groomer due to lhe groomer's
attemgpls 1o isolate them from fiends and family,

= Talking to someone secretly over the intermnet may make the pupil feel ‘special’, particularly If the person they
are talking to ks older,

= The pupil may have been manipulated into feeling a strong bond with their groomer and may have feelings of
loyalty, admiration, or love, as well as fear, distress and confusion.

Due to the fact pupils are less lkely o report grooming than other online offences, it is partioularly important that staff
understand the indicators of this type of abuse, The DSL will ensure that online safety training covers online abuse, the
importance of looking for signs of grooming, and what the signs of online grooming are, including:

» Being secretive about how they are spanding their lime,

» Having an older boyfriend or girlfriend, usually one that does not altend the school and whom their close friends
have not met.

«  Having money or new posseasions, e.9. clothes and tachnological devices, thal they cannot or will not explain,

Child sexual expleitation ({CSE) and child eriminal exploitation (CCE)

Although CSE often invohves physical sesazal abuse or violence, online elements may be prevalent, e.g. sexual coercion
and encouraging children ta behave in sexually Inappropriate ways through the intarmet. In some cases, a pupil may be
groomed onling to become Involved in a wider natwork of exploitation, e.g9. the production of ehild pormography or forced
child prostitution and sexual trafficking.



LCCE Is'a form of exploitation in which chilfdren are forced or manipulated inlo commitling crimes for the benafi of thair
abuser, 0.9, drug transporling, shoplifting and seriows violence. While these crimes often take place in person, it s
increasingly comemon for children to be groomed and manipulated info participating through the internet,

Where slalf have any concems about puplis with relation o CSE or CCE, they will bring these concems to the DSL
without delay, who will manage the situation in line with the Child Protection and Safequarding Policy.

Radicalisation

Radicalizafion is the process by which a person comes o supporl terrorism and extremist deologies associated with
terrosist groups, This process can occur through direct recruitment, e.g. Individuals in extremist groups identifying,
targeting and contacting young people with the intention of involving them in terrorist activity, or by exposure to violent
ideglogical propaganda. Children who are targets for radicalisation are likely to be groomed by extremists online to the
extent thal they belleve the exiremést has their bost interests at heart, making them moe [ely o adopt the same radical

ideclogy.
Slalf members will be aware of the factors which can place cerlain pupils at increased yulnerability to radicalisalion, as

cullined in the Prevent Duty Policy. Staff will be expected 1o axercise vigilance towards any pupils displaying indicators
that they have been, or are being, radicalised.

Where staff have a concérn about 8 pupl relating o radicalisation, they will reporl this to the DSL without detay, who will
handia the situation in line with the Prevenl Duty guidance within the Ghild Prolection policy.

Pentzl health

The internet, particularly social media, can be the root cause of 8 number of mental health issues in pupils, e.g. low salf-
asteem and suicidal deation.

Staff at Knightsfield schood will be aware that online activity bath in and outside of school can have a substantial impact
an a pupdls mental stata, bodh positivaly and nagativaly. The DSL will enswre that training iz available to help ensura that
stalf members understand popular social media sites and terminclogy, the ways in which social media and the internet
in general can impact mental health, and the indicators that a pupdl is sulfering from challenges in thelr mental heakth.
Concerns about the mental health of & pupil will be dealt with in line with the Socal, Emollonal and Mental Health (SEMH)

Policy.

Ondiree hoases and harmful online chalengos

For the purposes of this policy, an “online hoax™ |5 defined as a deliberate lie designed o seem truthful, normally one
that is intlended to scaremonger or io distress individuals who come across i, spread on onfine social media platforms,

For the purposes of this policy, “harmful online challenges” refers to challenges that are argeted at yvoung people and
generally Involve users recording themsehres parlicipaling in an online challenge, disiribuling the video through sockal
media channels and daring others to do the same, Although many online challenges are harmiess, an online challenge
becomes harmiul when it could potentially put the parlicipant at risk of harm, either directly as a result of partaking in
the challenge itself or indirectly as a result of the distribution of the video anline — the latter will usually depend on the
age of the pupd and the way in which they are depicted in the video.

Where stalf suspect there may be a harmful online challenge or onfine hoax circulating amongst pupils in the schoal,
theny will report this Lo the DEL emmediataly.

The DSL will conduct a case-by-cagse assessment for any harmful online content brought o thelr altention, establishing
the scale and nature of the possible risk to pupils, and whether the risk iz one thal is localized to the school or the local
area, or whether it axtends more widely across the country. Whese tha harmful contant is prevalent mainly in the local
area, the DSL will consult with the LA aboul whether quick kocal action can prevent the hoax or chaBenge from spreading

More widedy.

Prior fo deciding how to respond (o a harmful online challenge or hoax, the DSL and the headteacher will decide whether
each proposed response is!



# In line with any advice recehved from a known, refiable source, e.g, the UK Safer Internet Centre, when facl-
checking the risk of online challenges or hoaxes,

+  Caraful to avold neediessly scaring or distressing puplis.

= Mot inadvertantly encouraging pupils o view the hoax or challenge where they would not have otherwise come

across i, 0.g. where content s explained to younger pupils but is almost exclusively being shared amongst older

pupils.

Proporticnal o the aciual or percelved risk,

Hedpful to the pupl@is who are, or ame perceivied o be, ot risk,

Appropriate for the relevant pupils’ age and developmental stage.

Supportive.

In line with the Child Protection and Safeguarding Policy,

L L

Whera the DSL's assessmant finds an online challenge to be putting pupils at fsk of harm, e.g. it encourages children
to parlicipate in age-inappropriate activitles thal could Increase safeguarding risks or become a child protection concarn,
they will ensure that the challenge ks directly addressed to the relevant pupils, e.g. those within a paflicular age range
that is directly affected or even to individual children at risk where appropriate.

The DSL and headbeacher will only imglement a school-wide approach to highlighting potential harms of a hoax o
challenge when the risk of neediessly increasing pupiis’ exposure to the risk is considered and mitigated as far as
possible,

Cyber-crime

Cyber-crime Is eriminal activity committed using computers andfor the internet. Thera are two key categories of cyber-
crime:

» Cyber-enablad — these crimes can be carmed out offline; however, are made easier and can be conducted at
higher scales and speeds online, e.g. fraud, purchasing and selling of ilegal drugs, and sexual abuse and
exploltation,

» Cyber-dependent - these crimes can only be carried out online or by using a compufer, a.g. making, supplying
or oblaining makvare, lllegal hacking, and "booting', which means overwhaelming a network, computer or website
with internet tralfic to render [t unavalkable,

Knightsfield school will factor into its approach to online safely the risk that pupdls with @ particular affinity or skill in
technology may become involved, whether deliberately or inadvertenily, in cyber-crime, Where there are any concems
aboul a pupil's use of technology and their intentions with regard to using their skill and affinity towards &, the DSL will
conslder a referral to the appropriate body,

The Depuly HeadieacherDDSL and headteacher will ensure that pupils are taught, throwghout the behaviour curriculum,
how lo use technology safely, responsibly and lawfully, and the DSL and Headleacher will ensure that puplls cannot
ponass sites or areas of te internat that may encourage them to stray from tawll use of technology, e.g. the ‘dark web’,
on school-owned devices or on school mebworks through the use of appropriate firewalls.

Online safety training for staff

The DSL ensures thal all safeguarding training given to staff includes elemeants of onfine safety, including how the intermal
can facilitate abuse and exploitation. All staff will be made aware that pupils are al risk of abuse, by their peers and by
adults, onling as well &8 In person, and thal, often, abuse will take place concumently via onling channels and in daily
e,

Infarmation about the school's full responses to online safeguarding incidents can be found in the Anti-bullying Policy
and the Child Protection and Safeguarding Policy.
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‘Use of technology in the classroom

A wide range of lechnology ks used during lessons, including the following:

Caomputars

Studeni Laplops

Google phones (Year 56 only)

Intarnad

Email

Carneras

iPads

Al may be incorporated Into the curmiculum during the 202627 academic year

= & & & * ® ® &

Prior e using any websiies, lools, apps or other online platforms in the dassroom, or recommending that puplls use
these platforms al home, the class teacher always reviews and evaluabes the resource and refers it to SLT for Data
Impact Assessments to be completed, Class teachers ensure thal any internet-derved materials are used in line with

copyrigh law.

Pupils are supervised when using onling maberials during lesson time - this suparvision ks suitable to thair age and
ability,

8. Use of smart technology

knightsfield echool recognises that the use of smart technology can have educational benefits however, the school also
recognises thal there ara also a vanely of associated risks which the school will ensure it manages,

Pupils will be educated on the acceptable and appropriate use of personal devices and will use lechnology in line with
the school's Technology Accaptable Usa Agreement for Pupils.

Stafl will use all smarl lechnology and personal lechnology in line with the school's Mobile Phone policy and ICT
Acceptable Use Agreement.

Inappropriaie use of smart technology may include;

= Using mobile and smart technology to sexually harass, bully, trofl or infimidate peers,
+  Sharing Indecent images, bolh consensually and non-consensualhy,
= \iewing and sharing pormography and other harmiul contant,

Pupils will nod be permilied o use smart devices or any other personal lechnology at any time during the school day and
have to place them in secure phone pouches unlil the end of the school day when their Form Tulor refeases the kocks,

Whese there Is a slignificant problem with the misuse of smart techmology among puplls, te school will discipline those
inwobved In line with the schools Behaviour Policy.,

The school will hold sszemblies, whare appropriate, which address any specific concerns ralated to the misuze of smart
technology and culline the importance of using smart lechnology In an appropriate manner.

The school will seek to ensure that it is kept up to date with the latest devices, platforms, apps, trends and related
{hraats.
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Artificial intelligence (Al)

Generative artlificial intelligence (Al) tools are now widespread and easy to access, Slafl, puplls and parents/carers
may be famillar with generative chatbots such as ChatGPT. As at the date of this policy these are not permitied for

use at Knightsfleld School,

Knightsfield School recognises that Al has many uses to help pupils leam but may also have the potential to be used
to bully others, For example, in the form of ‘deepfakes’, where Al is used o creale images, audio or video hoaxes that
fook real,

Enightsfield will ireat any use of Al to bully pupils in line with our cyber bullving/behaviour policy,

Staff and students should be aware of the risks of using Al tools and should not use them unlil authorised to do so by
SLT in writing.

For more Information on use of Al, please refer to the Knightsfield School Al Policy [due to be published in 2026].

Educating parents

Knightsfiold school works In partnership with parents to ensure pupils stay safe online al school and at home, Farents
are sent a copy of the Acceptabla Use Agresment at the beginning of each academic year and are encouraged to go
through this with their child to ensure thedr child understands the document and the implications of not following It

Parents will ba made aware of the various ways i which their children may be at risk online, including, but not limited
ba:

+«  Child sexual abuse, including grooming.
«  Exposure o radicalising content,

= Sharing of indecent imagery of pupdls, e.q. sexding.

s Cyberbullying,

¢ Exposure o age-inappropriate content, e.g. pornograplhy.

« Exposure to harmiul content, e.g. contend that encourages seff-desbruclive behaviour.

Parents will be informed of the ways in which they can prevent thelr child from accessing harmful contant at horme, e.q.
by implementing parental controls to block age-inappropriate content.

Parental awareness regarding how they can support thelr children to be safe onling is raised in the following ways:

«  Termly newsleliers
« Online resources

Internet access
Puplls, staff and cther members of the school community are anly granted access to the school's internet network once
they have read and signed the Acceplable Lise Agreement,

A members of the school communily are encouraged to use the schoal's internet network, instead of 3G, 4G and 5G
netwaorks, as the nebwork has appropriate fitering and moniloring to ensure individuals are using the inbomot

appropriately.
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- Filtering and monitoring online activity
The trustee beard of Knightsfield school ensures the school's ICT nelwork has appropriate fillers and monitoring systems

in place. The trusiee board ensures ‘over blocking' does not lead fo unreasonable restrictions as to what pupdls can be
taught with regards o enline teaching and safeguarding.

The school uses Con-Ed Ltd to provide Classroom Cloud filtering and moniforing systems appropriate to pupils' ages,
Requests regarding making changes to the filtering system are direclad to the headieacher.

All Clasaroom Cloud breach alerts are sent to SLT who will investigate and the Deputy Headteacher is the access |ead
and is responsible for enswering all have been actionad.

Deliberate breaches of the fitering system, they will be disciplined In line with the Behaviour Policy. If a member of staff
has deliberately breached the filtering system, they will be disciplined in line wilh the Disciplinary Policy and Procedure,

If material that is believed to be Blegal s accessed, inadverlently or deliberately, this material will be reported lo the
appropriate agency immediately andlor the police,
The schools network and school-owned devices are appropriately monitored. All users of the network and school-owned

devices ane informed about how and why they are monitored. Concerns identified throwgh monitoring are reportad to
the DSL who manages the sifuation in ine with the Chiid Protection and Safeguarding Policy.

Network security

Technical security features, such as anti-virus software, are kept up-to-date and managed by ICT technicians at Con-
Ed. Firewalls are always switched on. ICT technicians at Con-Ed review the firewalls regularly to ensure they are running

correctly, and to carry aut any required updates.

Staff and puplis are advised not fo downboad unapproved software or open unfamiliar email attachments and are
expected to report all mahvare and virus attacks to SLT.

All members of siaff have thelr own unique usermnames and private passwords fo access the school's systems. Puplls
are provided wilh their own unique usemame and private passwornds. Stall members and pupils are responsible for
keeping their passwords private. Passwords have a minimum and maximum lengih and require a mixture of letters,

numbers and symbols to ensure they are as secure as possibla,

Users inform The Deputy Head if they forget thelr login detalls, who will arrange for the user bo access the systems under
differant login details. Users are not permitted to share their login details with others and are nol allowed to log in as
another user at any time. If a user is found to be sharing their legin details or othenwise mistreating the password systam,

the headteacher is informed and decides the necessary action to take.
Users ara raguired to lock access to deviees and systems when they are nol in use.

Emails

Access o and the usae of emails at Knighisfield echool is managed in line with the Data Protection Paolley and Acceptable
Lise Agreement,

Etaff and pupils are given approved school email accounts and are only able to use these accounts at school and when
dolng school-refaled work outside of school hours, Prior to being authorised to use the email system, staff and pupils

must agree to and sign the Acceplable Use Agreement. The school email is muli-authenficated, Personal emall accounts
are not permiltad to be used on the schoal site. Any email that conlains sensitive or personal information is only sent

using secune and encrypted email,

Stafl members and puplls are requined to block spam and junk mail and report te matter ta ICT technickans, The school's

maonitoring sysiem can detect inappropriate links, mabvare and profanily within emails - skaff and pupils are made aware
of this. Chain lelters, spam and all other emalls fram unknown sourges are deleted withoul being opened. Online safety
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lessons and workshops have explained what a phishing email and other malicious emails may look like and includes
Iinformation on the following:

+  How to determine whether an email addrass is legitimate

= The types of address a phishing emall could use

» The importance of asking “doas the emall urge you to act immediately?
s The impartance of checking the spelling and grammar of an email

Social networking

Parsonal Luse

At Knightsfield school access to soclal networking sites is filtered as appropriate. Stafl and puplls are not permitled to
use social media for personal use during lesson time. Staff members are advised that their conduct on social media can
have an impact on their role and reputation within the scheol, The Staff Code of Conduct and the Soclal media policy
contains information on the acceptable use of social media — staff members are required to follow these expectations at
all times,

Staff receive fraining on how to use soclal media safely and responsibly. Staff are not permitted to communicate with
pupils of parents cver social networking sites and are reminded to alter their priivacy seltings to ensure pupds and parents
are nol able o contact them on social media. Where staff have an existing personal refationship with a parent or pupil,
and thus are conrected with them on soclal media, e.g. they are friends with a parent at the school, they will disclose
this to the DSL and acting-headteacher and will ensure that their soclal media conduct relating to thal parent is
approgriate for thelr posiiion in the school,

Puplls are taught how to use soclal media safely and responsibly through the online safely curmiculum,

Concerns regarding the online conduct of any member of the school community on social media are reported to the DSL
and managed in accordance with the relevant policy, e.g. Anti-Bullying Policy, Staff Code of Conduct and Behaviour

Policy,
Use on behalf of the schoal

Knightstield school's official social media channels are only used for official educational or engagement purposes. Staff
members must be authorised by the acting-headteacher to access to the school's soclal media accounts.

All communication on official social media channeds by staff on behalf of the school is clear, ransparent and open to
scruting,

The school website

The Headteacher is responsible for the overall content of the school website — they will ensure the content Is appropriate,
accurate, up-to-date and meets government requirements.

The website complies with guidelines for publications including accessibility, data protection, respect for intellectual
property rights, privacy poficies and copyright law. Personal information relating to stalf and pupils ks not published on
{he wehsite, Images and videos are only posted on the website if the appropriate permissions are met.
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Use of devices

School-owned devices

Some Knightsfield school stalf members and pupils are issued with the following devices to asskst with their work. The
OHfice Manager s responsible for keeping a record of who Is issued with a lap-top and ensuring an agreament 15 signed:

* Laplop

FPupils are provided with school-owned devices as necessary to assist in the delivery of the curriculum. Staff and pupils
are nob parmitted (o connect school-owned devices 1o public Wi-Fi nebwarks. All school-owned devices are password
protected. All schock-owned devices are filled with software to ensure they can be remotely accessed, In case data on
the device needs to be protected, refrieved or erased.

Con-Ed reviews all school-owned devices on a regular basis to carry oul software updates and ensure there is no
inappropriate material or mabsvare on the devices. No software, apps or olher programmes can be downboaded onto a
device without authorisation from SLT.

Caseas of staff members or pupds found o be misusing school-owned devices will b2 managed in line with the Disciplinary
Policy and Procedure and Behawviour Policy respectivaly.

Staff membsars are not permitted o wse their personal devices during lasson time, ather than in an emergency, Staff
mambers are nol permilted to use their personal devices to lake photos of videos of pupils.

Staff members report concerns about thelr colleagues” use of personal devices on the school premises, If a member of
slaff is thought to have illegal content seved or sfored on a personal devica, or bo have commifted an offence using a
parsonal device, the Headteacher will inform the police.

Pupiis are not permilied to use thedr personal devices at any time during the school day and they are lecked In a phonea
case by their Form Tutor on amival unkess it is required for a8 medical fracking reason and we have been nolified by the

studant's medical leam, 1T a pupil neads to contact thedr parents during the school day, they ane allowed to use the phone
in the school office.

Where a pupil uses accessibilily fealures on a personal device io help them access education, e.g. where our deaf pupils
use their mobils phone o adjust the seitings on an internal haaring aid in response to audible stimueli dwring class, tha
arrangements and rules for conduct for this are developed and managed on a case-by-case basis.

Ther exceplion to this is with Post-16 students, The school has purchased notetaking software to streamdine the support
at college and in the 6 form. The software is called Jamworks and students have their own log in to the software. They
are able to use their devices to record the lessons they altend with the software then generaling summaries, quizzes
and resources based upon the lesson. This has been agreed with Daklands College and Monk's Walk School. The
sofbware also encourages independence as the stedent will not need 1:1 support In every lesson from a member of staff.

Puplis" devices can be searched, screened and confiscated in accordance with the Searching, Screening and
Confiscation Policy. Ifa staff member reasonably believes a pupil's personal device has been used to commit an offenco
or may provide evidence refating 1o an offence, the device will be handed to the police.

Any concerns about visilors® use of personal devices on the school premises are reported to the DSL.

Remote learning

Knightstiedd school will risk assess the echnology used for remote learning prior B use and ensure thal there ane no
privacy ssues or scope for iInappropeiate pse, The school will comsult with parents prior to the period of remate learning
aboul what methods of delivering remole teaching are most suitabla — allemale arrangements will be made whera
MPECRSIary.
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If there |s a period of remota leaming, Knightsfiekd school will maintaln regular contact with parents fo:

= Relnforcs the importance of children staying safe online.

» Ensure parents are aware of what their children are being asked lo do, e.q. sites (hey have been asked to use
and staff they will interact with.

« Encourage them to set age-appropriate parental controls on devices and internet filters to block malicious
websiies,

= Direct parents to useful resources fo help therm keep their children safe online,

The schoal will not be respongible for providing access to the internet off the school premises and will not be responsible
for providing online safety software, a.g. anti-vires software, on devices not owned by the schoal.

Links with other policies

The Online Safety policy is Bnked to our:

Child Protection and Safequarding policies
Al Palicy (when published)

Behaviour Policy

Staff Disciplinary Procadure

Cata Protection Policy and assoclated notices
Complaints Procedura

Moble Phone Paolicy

Social Media Policy

ICT and Internat acceptable use agreemants

& @ & § & # & @

Monitoring and review

Knightsfield school recognises thal the online world is constantly changing,; therefore, the DSL, Deputy headteacher and
the Headieacher canduct reviews of this policy to evaluale its effectiveness throughout the year,

The frustes board, Headleacher and DSL review this policy in full on an annual basis and following any online safety
incidents.

The next scheduled review date for this policy is December 2026

Any changes made to this poliey are communicated to all members of the school community
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Online Safety Acceptable Use Agreement - Staff, Trustees and student teachers (on

placement or on staff)

You must read this agreement in conjunction with the online safety policy and the GOFR palicy. Onge you have read
these, you must sign and submit this agreement and it will be kept on record in the school. You should retain your own
copy for reference. This forms part of your professional and safeguarding responsibilities,

Internet, mobile and digital technodogles are part of our daily working life and this agreerment is designed to ensure that
all staff and trustees are aware of their responsibilities in relation fo thelr use, Al staff, student teachers and trusteas
are expeciad to adhere to this agreement and to the online safely policy. Any concems or clarification should be
discussad with Danny Bidwall. Breachas will be investigated, recorded and, where appropriate, discplinary proceduses
will apply and police wvalvermnent will be soughl.

Internet Access

| will not access or altempt to access any sites that contain any of the following: child abuse; porography,
discrimination of any kind; promation of prejudice against any group; promation of llegal acts; any other Information
which may be llegal or offenshve. Inadvertent access on Knightsfield School equipment must be trealed as an online
safely incident, reported to the onling safety lead, Danny Bidwell, andlor DSP and an incident report complated.

Oinline conduct

I will ensure that my onling activity, both In and outside schood, will not bring Knightsfield School, my professional
reputation, or that of others, into disrepute.

| will not browse, download, upload or distribute any material that could be consldered offenskoe, llegal or
discriminatory. Exceptionally, use of controversial material as part of the curriculum should be planned and approved

on every octasion (See policy).
I will report any accidental access 10 or receipt of inappropriate matertals or filkering breach to Danny Bidwell.

| understand that all my use of the internet and other related technologies can be traced and monitored and, should it
be requirad, must be made available to my line manager, Headteacher and others as required,

| will mot ghve out my personal contact and online account information such as phone numbers, emall address, and social
media account delalls to pupils andlor parentsicarers.
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Social networking

| understand the need to separate my professional role from my private friendships; in my professional capachy | will
not become ‘friends’ with parents/carers or pupils on social netwaorks. Where my school n;lra is my only connection to
an individual, private online contact ks unacceptable with parents/carers or pupdls,

When using soclal networking for personal use | will ensure my setings are not public. My private account pestings
will never undermine or disparage the school, its staff, Trustees, parentsfcarars or pupils. Privileged infarmation must
remain confidential.

1 will not upload any material about or references to the school or its community on my personal social networks.

Passwords

| understand that there is ne eccaslon when a password should be shared with a pupll or anyone whe is not a stalf
mambar.

Data protection

| will follow requirements for data protection as oullined In GDPR policy. These include:

» Photographs must be kepl securely and used appropriately, whather in school, taken off the school premises or
accassed remobaly

» Personal data can only be taken out of school or accessed remolely when authorised by the Headteacher or
trustes board

s Personal or sensitive data must naver be taken olfsite unless with the express permission of the Headieacher. The
school has provided all staff with secure access to the Knightsfield network via the clowd operation.
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Imagu's and videos

| will only upload images or videos of staff, pupils or parentsicarers onfo Knightsfield School approved sites where
speciic permigsion has bean granted.

| 'will nod take images, sound recordings or videos of Knightsfield School events or aclivities on any personal device.

Use of emall

I will use my Knightsfield School email address for all school business. All such correspondence must be kept
professional and is open to Subject Access Requesis under the Freedom of Information Act. | will not use my school

email addresses for personal matbers or non-school business,

Use of personal devices

| understand that as a member of staff | should at no time put myself in a position where a safeguarding allegation can
be made against me because of my use of personal devices. | understand that the use of personal devices In
Knightsfield Schaool is al the discretion of the Headleacher.

| will only use approved personal devices in designated areas (the staff room) and nevar in front of pupils,

I will only access secure Knightsfield Schoal information from personal devicas through the OnaDrive service, Edulink
or Qffice 365 when in school or any other location. Such a system would ensure as the wser | was not saving files
locally o my own device and breaching data security

A'monitorable system’ would be one such as One Drive. Through One Drive, any school documents accessed on a
personal device are never actually on the computer being used, they remain on the schoaol server. When the user logs-
aut of Cne Drive, there are no coples left on thelr own device.

Additional hardware/software

| will not install any hardware or software on Knighisfield School equipment withoul permission of Danny Bidwell,

Promoting online safety

| understand that online safety is the responsiblility of all staff and Trustees and | will promote positive online safety
messages at all imas including when selling homework or providing pasioral suppert.

| understand that it is my duty to support & whole school safeguarding approach and will reporl any inappropriate or
conceming behaviour (of other staff, Trustees, visitors, pupils or parentsicarers) to the DSP or Danny Bidwell
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Classroom management of internet access

| will pre-check for approprisieness all internet sites used In the ciassroom this will include the acceptability of other
material visibie, however briafly, on the site. | will not free surf the intermet in front of pupils. | will also check the
appropriacy of any sites suggested for home learming.

If | am using the internet to teach about controversial issues | will secure, on every occasion, approval in advance kor
the material | plan to use with Danny Bidwell

Video conferencing

| will enly use the conferencing tools that have been identified and risk assessed by the Knightstield School Senior
Leadership Team and DSP. A school-owned device should be used when running videoconferences, where possibie.

User signature

| agres to follow this Acceptable Use Agreement and to support online safety throwsghout the Knightsfield School. |
understand this forms part of the terms and conditions set oul in my contract of employment (staff members enly)
andior my responsibilities as a frustee.
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